WIA-PA (Wireless Networks for Industrial Automation -Process Automation) is IEC international standard. In order to solve the primary problem of wireless network in industrial applications, i.e. anti-jamming problem, WIA-PA support adaptive hopping technology. Two adaptive hopping methods based on WIA-PA standard are proposed in this paper. The proposed methods is realized and evaluated based on the experimental platform, the result indicates the feasibility and availability of the proposed methods.
Introduction
Industrial wireless network technology emerges at the beginning of this century and aims the information interaction between industrial equipments, which can be applied in harsh industrial environment. As for the existing wireless technology, industrial wireless network technology is technical extension and innovation in the application of industry. Industrial wireless network technology is evolved from the emerging short-range wireless sensor network technology [1] . Compared with traditional wired process control system, the information transfer mode based on wireless technology of the industrial wireless network technology has the advantages of low cost, being easy to use and maintain, which provide it a broad application prospect in the industrial control area. And the industrial wireless network technology is becoming a hot technology after the field bus [2] .
Standardization is the prerequisite for the extensive application and promotion of industrial technology. A number of industrial organizations, such as Chinese Industrial Wireless Alliance[3], ZigBee Alliance[4], HCF(Hart Communication Foundation)[5] and ISA(Instrument Society of America)[6] are actively promoting the application of wireless technologies and standards in the field of industrial automation.
In the year of 2007, Chinese Industrial Wireless Alliance, which was established in the leading of the Shenyang Institute of Automation, Chinese Academy of Science, proceeded to develop the industrial wireless network standard WIA (Wireless Network for Industrial Automation). WIA-PA (WIA-Process Automation) [7] , which is first developed for the urgent needs of process industries, is a sub-standard of WIA. WIA-PA defines the WIA system architecture and communications specifications for process automation. WIA-PA standard has become the IEC international standard IEC 62601 and the Chinese National Standard GB / T 26790.1-2011. As an IEC standard, WIA-PA provides users with larger scale and lower cost network framework, more interoperability, and greater product and service quality, which can reduce the production risks of vendors and using risk of consumers.
The main problem of industrial wireless network technology, including WIA-PA, is the anti-jamming problem. Reasons are as follows: the physical layer and the MAC layer of most of the industrial wireless network standard are based on IEEE 802.15.4[8] , which uses the public and open 2.4GHz ISM band. However, this band is also used by other wireless technologies, such as 802.11b/g and Bluetooth. And there is severe mutual anti-jamming problem among the wireless network technologies.
According to the different layers in the protocol stack, the solution to the problem of anti -jamming in industrial wireless network can be divided into the following three categories: using DSSS (Direct Sequence Spread Spectrum) communication technology in the physical layer to ensure reliable transmission of the broadband RF signal; applying Frequency Hopping Spread Spectrum (FHSS) in Data Link Layer(DLL)to fight the narrowband interference and ensure reliable point-to-point communication; taking MESH routing in network layer to ensure reliable end-to-end transmission through the space multiplex. The position of each method in the protocol stack is shown in Fig.1 [9-12 ].
Fig. 1. Industrial wireless network reliability assurance techniques
In order to solve the anti-interference problem of the wireless network, WIA-PA standard adopt the mechanism of multi-channel communication, and introduced the thought of FHSS in data link layer on the basis of DSSS on physical layer [13] . On the basis of the state of the channel, adapting frequency hopping mechanism can reduce the blindness of time slot hopping, and can suppress
